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ABSTRACT

It is a long-standing open problem whether the Minimum Circuit
Size Problem (MCSP) and related meta-complexity problems are
NP-complete. Even for the rare cases where the NP-hardness of
meta-complexity problems are known, we only know very weak
hardness of approximation.

In this work, we prove NP-hardness of approximating meta-
complexity with nearly-optimal approximation gaps. Our key idea
is to use cryptographic constructions in our reductions, where the
security of the cryptographic construction implies the correctness
of the reduction. We present both conditional and unconditional
hardness of approximation results as follows.

1. Assuming subexponentially-secure witness encryption exists,
we prove essentially optimal NP-hardness of approximating con-
ditional time-bounded Kolmogorov complexity (K (x | y)) in the
regime where ¢t > |y|. Previously, the best hardness of approx-
imation known was a |x|'/Poly(deglog IX]) factor and only in the
sublinear regime (¢t < |y|).

2. Unconditionally, we show that for any constant ¢ > 1, the
Minimum Oracle Circuit Size Problem (MOCSP) is NP-hard to ap-
proximate, where Yes instances have circuit complexity at most s,
and No instances have circuit complexity at least s°. Our reduction
builds on a witness encryption construction proposed by Garg,
Gentry, Sahai, and Waters (STOC’13). Previously, it was unknown
whether it is NP-hard to distinguish between oracle circuit com-
plexity s versus 10slog N.

3. Finally, we define a “multi-valued” version of MCSP, called
mvMCSP, and show that w.p. 1 over a random oracle O, it is NP-
hard to approximate mvMCSP? under quasi-polynomial-time re-
ductions with an O oracle. Intriguingly, this result follows almost
directly from the security of Micali’s CS Proofs (Micali, SICOMP’00).

In conclusion, we give three results convincingly demonstrating
the power of cryptographic techniques in proving NP-hardness of
approximating meta-complexity.
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1 INTRODUCTION

Given an object (such as a string or a Boolean function), how hard
is it to compute the “computational complexity” of this object? Such
questions can be formalised by meta-complexity problems which
aim to capture the “complexity of complexity” [4]. A prominent
example of a meta-complexity problem is the Minimum Circuit
Size Problem (MCSP) [57]. In MCSP, one is given the length-2"
truth table of a Boolean function f : {0,1}" — {0,1} as well as a
size parameter s, and the goal is to determine whether f can be
computed by a circuit of size at most s.

Characterising the precise computational complexity of many
meta-complexity problems, especially MCSP, remains elusive. It is
easy to see that MCSP is a NP (simply guess a circuit of size at most
s and check, by brute force!, that it computes the given truth table).
On the other hand, building on the natural proofs framework [36, 39,
74], Kabanets and Cai [57] showed that if one-way functions exist,
then MCSP is not in P. Therefore, MCSP is an intractable problem
in NP under standard cryptographic assumptions. However, the
question of whether MCSP is NP-complete remains wide open.
Indeed, Levin is reported to have delayed publishing his theory of
NP-completeness [66] in hopes of showing MCSP is NP-complete.?
Since then, there have been many works investigating whether
MCSP and related problems are NP-complete (e.g., [6-8, 10-13, 31,
41-44, 46-50, 53, 57, 59, 70, 72, 78]).

1.1 Why Care About NP-Hardness of
Meta-Complexity?

Since we already know that MCSP and other meta-complexity

problems are intractable under standard cryptographic assumptions,

one may wonder what the motivation is for showing these problems

are NP-hard. Perhaps surprisingly, researchers have discovered

1 This guess and check are non-deterministically efficient since every Boolean function
on n-bits has a trivial circuit of size O(n2") and we are given the length 2" truth
table as input.

2 Allender and Das [8] cite a personal communication from Levin regarding this and a
discussion can be found on Levin’s webpage (https://www.cs.bu.edu/fac/Ind/research/
hard.htm, accessed March 26, 2023).
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a growing number of important motivations for showing meta-
complexity problems are actually NP-hard. We list some that we
find compelling:

Eliminating Heuristica. Heuristica is the name Impagliazzo [52]
gives to a world where P # NP but NP is easy on average. Unlike
other complexity classes such as EXP, PSPACE, or NC! [16, 18, 30,
86], there is no known worst-case to average-case reduction for NP.
Indeed, there are barrier results against any NP-complete problem
having a “black-box” worst-case to average-case reduction [21, 30].
In a breakthrough result, Hirahara [40] overcomes this barrier by
giving a non-black-box worst-case to average-case reduction for
approximating MCSP. If one could show this approximation version
of MCSP is NP-hard, then this would imply that NP does have a
worst-case to average-case reduction and thus rule out Heuristica.

Later work of Hirahara [43] further extends this result by show-
ing that, to eliminate Heuristica, it suffices to show that a certain
additive approximation to GapMINcKT (roughly speaking, a “con-
ditional” version of meta-complexity) is NP-hard.

Basing One-way Functions on P # NP. A longstanding goal in
cryptography is to base the existence of one-way functions on
worst-case assumptions such as P # NP (or rather NP ¢ BPP).
Recently, an approach to showing this has emerged using meta-
complexity [7, 51, 67-70, 75]. In a breakthrough paper, Liu and
Pass [67] show that one-way functions exist if and only if time-
bounded Kolmogorov complexity is mildly hard on average over the
uniform distribution. As mentioned previously, Hirahara’s worst-
case to average-case reduction [40] also holds for approximating
time-bounded Kolmogorov complexity. Thus, if one “just” combines
these two results and also shows that approximating time-bounded
Kolmogorov complexity is NP-hard, then we would have that one-
way functions exist if and only if P # NP. Unfortunately, the results
of [40] and [67] do not yet compose, as the types of average-case
hardness that they consider are different ([40] considered errorless
heuristics while [67] considered error-prone heuristics).

Proving Circuit Lower Bounds. Any reduction from SAT to MCSP
needs to generate No instances of MCSP, which is equivalent to
circuit lower bounds; therefore, NP-hardness of meta-complexity
has a strong connection to circuit lower bounds. This argument
was formalized by Kabanets and Cai [57], who show that if MCSP
is NP-complete under “natural” reductions?®, then E does not have
polynomial-size circuits. Murray and Williams [72] show that any
deterministic many-one reduction from SAT to MCSP implies a
breakthrough complexity separation: EXP # ZPP. Note that both
these results have consequences that we believe but seem hard to
show.

We also mention an instance where new circuit lower bounds
are proved along the way of pursuing the NP-hardness of meta-
complexity. Ilango [49] showed that for every constant d there is
a constant ¢ > 0 and a function whose depth-d and depth-(d + 1)

formula complexity are 2¢™ apart. This follows from the techniques

3That is, deterministic reductions whose output length and numerical parameters only
depend on the input length (instead of the particular input), and the sizes of the inputs
and the outputs are polynomially related. Almost all known NP-complete problems
are NP-hard under “natural” reductions.
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used to prove the NP-hardness of MCSP for constant-depth for-
mulas; note that the standard switching lemma arguments [38]
are unable to prove such strongly-exponential (22" size lower
bounds.

Curiosity. MCSP and its time-bounded Kolmogorov complexity
variants are simple and important computational problems that
have been studied since at least the 1960s [85]. It is remarkable that
despite this long history of study, these problems (unlike thousands
of other problems) have thoroughly eluded attempts at classify-
ing their complexity (in particular, completeness for some natural
complexity class). Indeed, we lack compelling evidence either for
or against the existence of a polynomial-time mapping reduction
from SAT to MCSP or many other meta-complexity problems. The
situation is especially lacklustre when considering hardness of ap-
proximation. Essentially no NP-hardness is known for any even
moderately strong model (e.g. depth-3 formulas) beyond logarith-
mic factors? in the truth table [43, 49, 59]. Are these problems
NP-complete or not? Are they NP-hard to approximate or not?

1.2 Can Cryptography Help?
The starting point of our work is the following question:

Can cryptography be useful in showing the NP-hardness
of meta-complexity?

In some sense, prior work already shows that the answer to this
question is yes. For example, a trivial corollary of Kabanets and
Cai [57] is that if one-way functions exist, then MCSP € P if and
only if P = NP. One can view this as a kind of NP-completeness
result, but the proof is somewhat unsatisfying: if one-way functions
exist, then both P # NP and MCSP ¢ P.

Another (more satisfying) example is a result by Impagliazzo,
Kabanets, and Volkovich [53], who show that if indistinguishability
obfuscation (iO) exists, then MCSP € ZPP if and only if NP = ZPP.
Their proof can be viewed as a non-black box reduction from SAT to
MCSP. However, one drawback is that assuming iO exists is very
close to assuming that one-way functions exist. In particular, if iO
exists and NP is not in BPP infinitely often, then one-way functions
exist [64].

Thus, while these results are interesting, in both cases it is some-
what unclear what the takeaway should be. Do these results really
suggest that MCSP is NP-hard, or rather perhaps just that MCSP
is intractable based on plausible cryptographic and complexity-
theoretic assumptions?

To address this, one can refine the original question.

Can cryptography be useful in showing black-box NP-
hardness of meta-complexity?

Here by a black-box reduction, we mean showing, for example, that
one can solve SAT in polynomial time given an oracle to MCSP.
Such a result would constitute perhaps the strongest evidence yet
that MCSP is indeed NP-complete under the usual definition of
NP-completeness.

“The only exception to this that we are aware of is Hirahara’s recent result that
it is NP-hard to compute an n!/PO'Y1081987 factor approximation to the conditional
time-bounded Kolmogorov complexity. But even this is in a weaker sublinear-time
model.
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It may seem counter-intuitive that cryptography could be help-
ful in proving black-box NP-completeness results. While the exis-
tence of one-way functions implies that problems like MCSP are
intractable [39, 57, 74], it is not at all clear how to turn this into a
black-box reduction from say SAT to MCSP.’

Intriguingly, a recent breakthrough result by Hirahara [42] uses
tools from information-theoretic cryptography, such as secret shar-
ing schemes and one-time encryptions, to show the NP-hardness of
many important meta-complexity problems. Indeed, Hirahara’s re-
sult convincingly demonstrates the power of information-theoretic
cryptography for proving NP-hardness of meta-complexity prob-
lems.

In this paper, we focus on notions from computational cryptog-
raphy, instead of information-theoretic cryptography. There is a
natural intuition for why such cryptography could be useful: it
gives structured computational hardness one could hope to exploit.
In more detail, one potential reason it is difficult to prove the NP-
hardness of MCSP is that we lack strong enough circuit lower
bounds. Indeed, just deterministically generating a No instance of
MCSP requires proving circuit lower bounds! It is hard to imag-
ine giving an NP-hardness result when we cannot even generate
an explicit No instance. Moreover, this argument is made formal
by several works [57, 72, 78], who showed that NP-hardness of
MCSP under certain types of reductions would imply separations
in complexity theory such as EXP & P o1y -

Thus, since NP-hardness of MCSP (at least in some settings)
implies circuit lower bounds, it is natural to wonder whether we can
go in the opposite direction: assuming we have circuit lower bounds,
can we show meta-complexity problems are NP-hard? So far the
answer appears to be no. For example, we have subexponential-size
lower bounds against AC [1, 32, 38, 88] and AC®[p] where p is a
prime [73, 83, 84], but the NP-hardness of AC?-MCSP and AC°[p]-
MCSP remain important open problems.® Apparently, to show that
MCSP is NP-complete, one needs hardness with some “structure.”
Can cryptography give such structured hardness?

2 OUR RESULTS

We show three main results, each one using a cryptographic con-
struction (i.e. JLS’s indistinguishability obfuscation’ [54], GGSW’s
witness encryption [35], or Micali’s CS proofs [71]) to get either
a conditional or an unconditional NP-hardness result in meta-
complexity. Moreover, our results imply NP-hardness of approx-
imation with large approximation gaps. In our view, the central
conceptual takeaway from our results is a strongly positive answer
to the question above:

Cryptography is indeed a powerful tool for showing
black-box NP-hardness of meta-complexity!

One potential way of doing this is to show that there is a one-way function that is
NP-hard to invert. But, as discussed earlier, constructing such a one-way function
remains a major open question.

®Tlango [49] showed that the formula version of AC’-MCSP is NP-hard under quasi-
polynomial-time randomised Turing reductions, but the circuit versions of AC’-MCSP
is not known to be NP-hard [24]. Prior to these results, the largest circuit class € for
which NP-hardness of €-MCSP was known is only DNF o XOR [44].

"More specifically, we use that the JLS construction implies the existence of witness
encryption from well-founded assumptions.
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2.1 Witness Encryption and Conditional
Time-Bounded Kolmogorov Complexity

The t-time-bounded Kolmogorov complexity of a string x € {0, 1}",
denoted K (x), is the minimum length of any program that outputs
x in time at most t [61, 63, 82]. Similarly, the conditional t-time-
bounded Kolmogorov complexity of a string x € {0,1}" given a
string y € {0, 1}, denoted K (x | y), is the minimum length of
any program that outputs x in time ¢ when given oracle access to
y. (See Section 2.4 of the full version for formal definitions of K’ (-)
and K(- | -).)

In a recent work Hirahara [43] shows that it is NP-hard to ap-
proximate K’(x | y) to a factor of n!/Polyloglogn This improves
on prior work, which could only show an O(logn) factor hard-
ness of approximation for conditional time-bounded Kolmogorov
complexity and related problems [7, 48, 70].

In all of the above NP-hardness results, the instances of K? (x | y)
are in the sublinear time regime, i.e. where ¢t < |y| and thus one
does not even have enough time to read all the bits of y. Intriguingly,
Hirahara [43] shows that if one could improve these NP-hardness
results to show a certain additive hardness of approximation in the
superlinear regime where t > |y| (so one has time to read all of y),
then this would eliminate Heuristica!

This strongly motivates understanding the complexity of con-
ditional time-bounded Kolmogorov complexity in the superlinear
regime. Should we expect this problem to be NP-hard? Even if it is,
is it NP-hard in the rather specific approximation regime Hirahara
needs?

We show that, conditioned on a widely believed cryptographic
assumption, this problem is indeed NP-hard with essentially opti-
mal hardness of approximation.

THEOREM 2.1 (INFORMAL). Assume subexponentially-secure wit-
ness encryption exists. Then the following promise problem is NP-
hard under randomized polynomial-time (black-box) reductions: given
strings (x,y) where |x| = n and |y| = poly(n), output

o YusifKPOV (W) (x | ) < n0t;
n2
e NoifK? (x|y) = n-0(1).

We will discuss the notion of witness encryption and its plau-
sibility in a few paragraphs, but before we do that we make some
remarks about this theorem. First, we emphasize that, under the
assumption, we get a standard, black-box, randomized many-one
reduction from NP to the promise problem stated above. To our
knowledge, this is the first time an NP-hardness result has been
proven conditioned on a cryptographic assumption.

Next, we note that the gap in Theorem 2.1 is essentially maximal
NP-hardness of approximation. The complexity of the YEs instances
is at most n! and the constant .01 can be made arbitrarily small
(one cannot hope for YEs instances with complexity subpolynomial
in n without giving a subexponential time algorithm for SAT). On
the other hand, the No instances have complexity at least n — O(1),
which is an additive constant away from the maximum complexity
of any n-bit string. Moreover, the gap in the time bound is extremely
large: poly(n) in the YES case versus 27" in the No case. (In fact,
the choice of n? in the exponent is for brevity. In the full version,
we show the n? in the exponent can be made into an arbitrary
polynomial in n)
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Finally, we return to Hirahara’s approach to eliminating Heuris-
tica. Despite the strong hardness of approximation Theorem 2.1
gives, it does not give the hardness of approximation needed to
eliminate Heuristica. The precise reason is somewhat technical (we
refer a curious reader to Section 3 of the full version for the details).
At a high level, the reason is that the specific additive hardness
of approximation Hirahara needs has a somewhat non-standard
dependence on the instance (x | y), in particular on the “compu-
tational depth” of y. The upshot of this is that one needs to give
hardness of approximation on instances (x | y), where y has low
computational depth. It is unclear whether the instances produced
by the reduction in Theorem 2.1 have this property. In fact, they
likely do not.

Nevertheless, we overcome this, under a further assumption.
Assuming the existence of subexponentially secure injective one-
way functions, we can modify the reduction in Theorem 2.1 so that
with high probability an output (x | y) of the reduction will have a
y with low computational depth.

THEOREM 2.2 (INFORMAL). Assume subexponentially secure injec-
tive one-way functions and subexponentially secure witness encryp-
tion exists. Then the promise problem, whose NP-completeness was
shown to exclude Heuristica by Hirahara [43], is in fact NP-complete
(under randomized polynomial-time many-one reductions).

We find Theorem 2.2 rather surprising. One can interpret this
result as saying that, under widely believed assumptions in cryp-
tography, Hirahara’s approach to eliminating Heuristica provably
works! Of course, for the purpose of eliminating Heuristica this
Theorem 2.2 by itself is not so interesting since if subexponentially
secure one-way functions exist, then NP is (automatically) hard
on average. Even so, we find this result enlightening, especially
because the “ground truth” of whether this problem was in fact
NP-hard was not at all clear.

Before we continue, we discuss the notion of witness encryption
informally (see Section 2 of the full version for a formal definition).
Introduced in [35], witness encryption is a cryptographic primitive
that encrypts a message using a (public) instance of some NP-
complete language. Let ¢ be a formula (for example, any satisfying
assignment of ¢ is a proof of Riemann Hypothesis of at most 10,000
pages long). We can encrypt a secret message m (e.g., a Bitcoin
address for a prize awarded to whoever proves Riemann Hypothesis)
using ¢ such that:

(1) If ¢ is satisfiable, then any party with a satisfying assignment
of ¢ (e.g., any mathematician with a valid proof of Riemann
Hypothesis) could decrypt the message in polynomial time,
and

(2) if ¢ is unsatisfiable, then the encryption of two different
messages should be computationally indistinguishable.

Witness encryption turns out to be a very powerful primitive.
It was shown in [35] that witness encryption can be used to build
public-key encryption [25, 37], Identity-Based Encryption [22, 80],
and Attribute-Based Encryption [77] for circuits. The witness en-
cryption in [35] also yielded the first candidate for Rudich-type
secret sharing scheme [19, 65]. In this work, we show an unex-
pected application of witness encryption in complexity theory: it
implies the NP-hardness of meta-complexity problems!
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Finally, we discuss the plausibility of witness encryption. Subex-
ponentially secure witness encryption is implied [34] as a special
case by the existence of subexponentially secure indistinguisha-
bility obfuscators (iO) [17]. In a recent breakthrough paper, Jain,
Lin, and Sahai [54] show that subexponentially secure® iO exists
assuming four standard “well-founded” assumptions (later work of
Jain, Lin, and Sahai reduced this to three assumptions [56]). As a
result, the existence of the witness encryption used in Theorem 2.1
has now become a widely-believed assumption.

We also remark that witness encryption is a plausibly weaker
assumption than iO. However, the only known constructions (from
well-founded assumptions) of subexponentially-secure witness en-
cryption are from iO (see the recent paper of Vaikuntanathan, Wee,
and Wichs [87] for a discussion of this).

2.2 Oracle Witness Encryption and MOCSP

Our second result is about MOCSP, the conditional variant of
MCSP. In MOCSP, we are given a truth table of a function f :
{0,1}" — {0,1} and a truth table of an oracle O : {0,1}°(™ —
{0, 1}, and we are asked to compute the minimum size of any oracle
circuit C : {0, 1} — {0, 1} that computes f with oracle access to
0; we denote by CCO(f) this minimum size. Ilango [48] showed
that MOCSP is NP-hard to approximate to roughly a logarithmic
factor in the input length. Uncertain as to whether or not current
techniques could prove stronger hardness of approximation, Ilango
left as an open question to either show an N€ factor hardness of
approximation for MOCSP for some constant € > 0, where N is the
length of the input to MOCSP, or to show a barrier against proving
such strong inapproximability results [48, Open Question 1.5].

We resolve this open question by unconditionally showing that
MOCSP is NP-hard to approximate with a very large approximation
factor as follows.

THEOREM 2.3 (INFORMAL). For any e > 0, the following promise
problem is NP-hard under polynomial-time randomised mapping
reduction: given a truth table f of length ¢ and an oracle truth table
O of length poly(¢), distinguish between the following two cases:

(YEs instances) CCO(f) < 4
(No instances) CCO(f) > ¢/27¢.

Before we discuss the proof techniques, we comment a bit more
on the problem MOCSP. As Ilango [48] suggested, MOCSP is a
nice “testing ground” for hardness results we conjecture for MCSP.
Similar to MCSP, MOCSP is also in NP; it is easy to see that MOCSP
is no easier than MCSP. And it is also pointed out by [48] that,
essentially the same proof as in [72] shows that if MOCSP is NP-
hard under deterministic polynomial-time reductions, then EXP #
ZPP. We will see another example of MOCSP being a “testing
ground” for MCSP later (Theorem 2.6). We hope that our results
shed some light on the complexity of MCSP.

Perhaps surprisingly, the key idea underlying our proof is again
witness encryption, despite our proof being unconditional. In more
detail, our proof utilises the notion of witness encryption in oracle
worlds, where both the encryption and decryption algorithms have
8We note that the definition of subexponentially secure that we need is slightly different
from the one explicitly used by Jain, Lin, and Sahai [56], although their result readily

generalizes to our definition [55]. See Remark 2.5 of the full version for a detailed
discussion of this.
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access to an oracle. We show that exponentially-secure witness
encryption exists, unconditionally, in a carefully constructed oracle
world. We also show that such a secure oracle witness encryption
scheme implies Theorem 2.3: roughly speaking, we map a formula ¢
to a function f and an oracle O, where O contains the oracle world
as well as a lot of ciphertexts encrypted using ¢. If ¢ is satisfiable,
then a small circuit with a satisfying assignment hardcoded can
compute f from these ciphertexts easily; if ¢ is unsatisfiable, then
any small circuit computing f would violate the security of witness
encryption.

We now discuss how we construct a witness encryption scheme
in oracle worlds. A natural approach is to consider candidate wit-
ness encryption schemes in the literature and build oracles that
make them secure. Fortunately, the original candidate proposed
by [35] already suffices. As this candidate uses multilinear maps
[23, 33], we replace it with an oracle implementing the generic mul-
tilinear map model (which is the multilinear map version of the
generic group model [81]). It turns out that the security of [35] is
provable in the generic multilinear map model! See Sections 4.3
and 4.4 of the full version for details.

A lesson from this result is that unconditional security results
in idealised models are not only heuristic arguments that certain
cryptographic protocols “seem secure”; they also have (rigorous)
implications in complexity theory.

One last aspect we find interesting and worth noting is that,
unlike previous results (e.g., [42, 48]), our proof of Theorem 2.3
does not rely on the PCP theorem [14, 15]. Nevertheless, we obtain
much stronger hardness of approximation results! The construction
in [35] works directly for the NP-complete language EXACTCOVER
[58], so our result is also a direct reduction from ExacTCOVER to
GapMOCSP. This is in contrast to previous results (e.g., [42, 48])
that need to start with a hardness-of-approximation result (e.g.,
set cover [27] or the Minimum Monotone Satisfying Assignment
problem [2, 26]), which relies on the PCP theorem.

2.3 CS Proofs and A Multi-Valued Version of
MCSP with Random Oracles

Our third result is about a “multi-valued” version of MCSP, which
we denote as mvMCSP. In mvMCSP, we are given the truth table
of a “multi-valued” function f C {0, 1} x {0, 1}™, where for each
input x € {0,1}", any y € {0, 1} such that (x,y) € f is a valid
output. The goal is to compute the size of the smallest circuit C :
{0,1}"* — {0, 1} that computes f, i.e.,

Vx € {0,1}", (x,C(x)) € f.

Let k > 1 be a constant, Gap;.-mvMCSP denotes the following
promise problem: given the length-2"*™ truth table of a “multi-
valued” function f C {0, 1}"x{0, 1}'" and a parameter s, distinguish
between the following two cases:

(YEs instances) there is a circuit C of size s such that
Pr x,C(x)) € =1;
(_{0’1}"[( (x)) € f]

(No instances) for any circuit C of size sk,

Pr [(x.C(x)) € f] < 1/s~.

x—{0,1}"
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THEOREM 2.4. For every constant k > 1, with probability 1 over
a random oracle O, the problem Gapk—vaCSPO is NP-hard under
TIME[2PO108(M 1O (deterministic quasi-polynomial time with an O
oracle) mapping reductions.

Perhaps intriguingly, Theorem 2.4 essentially follows from the
security of Micali’s CS proofs [71] in the random oracle model. We
think this is the interesting aspect of Theorem 2.4, as it illustrates
the connection between cryptography and NP-hardness of meta-
complexity in a direct and straightforward way.

Let L € NP, an argument system for L involves a prover and a

verifier, where both parties know an instance x é L and the prover
wants to convince the verifier that x € L. If x is indeed in L, then
an efficient prover (with a witness of x € L) could convince the
verifier with certainty; if x ¢ L, then any prover of a certain size
could only convince the verifier with small probability.

If one looks carefully at this definition, one realises that this is
nothing but a reduction from L to a “meta-complexity” problem! In
particular, this is a “meta-complexity” problem about the complexity
of convincing the verifier. If x € L, then this complexity should
be small, while if x ¢ L, then this complexity should be large.
Therefore, if every language in NP admits an argument system (of
some kind), then some meta-complexity problem (related to this
argument system) is NP-complete. This is exactly what happens in
Theorem 2.4: since every problem in NP has a SNARG (succinct non-
interactive argument) in the random oracle model [71], a certain
meta-complexity problem should be NP-complete. When we work
out the definition of this meta-complexity problem, it becomes
exactly mvMCSP.

Moreover, this approach gives us NP-hardness of approximation
with “the largest gap possible”. If x € L, then the complexity of
“convincing the verifier” is a fixed polynomial of | x|, since the prover
essentially needs to hardwire a witness for x; if x ¢ L, then by the
security of the argument system, the complexity of “convincing the
verifier” can be made arbitrarily large (by adjusting the security
parameter).

This idea also shows that if (subexponentially-secure) SNARGs
exist (in the unrelativised world), then mvMCSP is NP-hard to
approximate.

COROLLARY 2.5. Suppose that subexponentially-secure SNARGs
exist. Then for every k € N, Gapy -mvMCSP is NP-hard under deter-
ministic quasi-polynomial time reductions.

One technical complication of Theorem 2.4 is that, in order to
transform a SNARG into NP-hardness of mvMCSP, one needs the
security of the SNARG in the common random string (CRS) model.
That is, both the prover and the verifier receives a (short) CRS be-
fore the protocol starts; w.h.p. over the random oracle, for every
efficient malicious prover, the probability over a random CRS that
the malicious prover proves a false statement successfully is negli-
gible. In contrast, [71] only showed the (weaker) security guarantee
in the (plain) random oracle model: for every efficient malicious
prover, the probability over a random oracle that the malicious
prover proves a false statement successfully is negligible. (Notice
the quantifier change here: in the plain model, we fix an adversary
and require that a random oracle is secure against this particular
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adversary. In contrast, in the CRS model, we want the random ora-
cle to be secure against every efficient adversary.) For this reason, a
large part of Section 5 of the full version is devoted to proving the
security of CS proofs in the CRS model, which we view as an addi-
tional technical contribution. See Section 5.1.5 of the full version
for more details.

2.4 Applications

Using the ideas developed in this paper, we also make progress
on two other problems: pseudorandom self-reductions for NP-
complete languages and heuristics for COMPLEXITY.

Pseudorandom self-reductions for NP-complete languages. In 2017,
Hirahara and Santhanam [45] observed that if exponentially-hard
one-way functions exist, then MCSP admits a pseudorandom self-
reduction: a self-reduction that maps a worst-case instance to a
distribution that is indistinguishable from the uniform distribution.
In contrast, if PH does not collapse, then NP-complete problems
do not admit (non-adaptive) random self-reductions [21]. Hirahara
and Santhanam viewed this result as a property that “distinguishes
the MCSP problem from natural NP-complete problems” [45].

Thus it may come as a surprise when Elrazik, Robere, Schuster,
and Yehuda [28] showed that NP-complete problems could also
admit pseudorandom self-reductions. In particular, under a non-
uniform version of the Planted Clique Conjecture, the Clique prob-
lem admits a non-adaptive pseudorandom self-reduction. There
might be some property that distinguishes MCSP from natural NP-
complete problems, but having pseudorandom self-reductions is
not one of them!

One weakness of the results in [28] is that they need to assume
the Planted Clique Conjecture, which is much stronger than the
existence of one-way functions. Moreover, the Planted Clique prob-
lem can be solved in n®(0gn) time, which means their distributions
are not pseudorandom against adversaries of quasi-polynomial size.

Our NP-hardness results on MOCSP allow us to achieve the best
of both worlds: assuming the existence of one-way functions, there
is an NP-complete problem with pseudorandom self-reductions.

THEOREM 2.6 (INFORMAL). Assuming one-way functions exist,
there is an NP-complete problem (namely GapMOCSP) that admits
pseudorandom self-reductions.

We remark that hardness of approximation is crucial for this
application, as our self-reduction blows up the circuit complexity
of the input truth tables in MOCSP by a multiplicative factor. (The
hardness of approximating Clique is also crucial to the results in

(28].)

Heuristics for CoMPLEXITY. The COMPLEXITY problem [60] asks
the following: given the truth table of an oracle O, find a truth table
f such that the O-oracle circuit complexity of f is large. A random
truth table is always hard w.h.p., so there is a trivial randomised
algorithm solving CoMPLEXITY. On the other hand, a deterministic
algorithm for CoMPLEXITY, even only for the case that O is the
all-zero truth table, is equivalent to circuit lower bounds for E. Thus
deterministic algorithms solving COMPLEXITY are of great interest.

We consider deterministic heuristics for this problem. We say a
deterministic algorithm A is a heuristic for COMPLEXITY under the
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uniform distribution if

Pr[CCO(f) > 2"/10n | f = A(O)] = 1-0(1),

where f is a truth table of length 2".
Inspired by the NP-hardness of Gap-mvMCSP© for a random
oracle O, we design an unconditional heuristic for COMPLEXITY:

THEOREM 2.7 (INFORMAL). There is, unconditionally, a determin-
istic heuristic for COMPLEXITY in certain parameter regimes.

The idea is simple: if O is a uniformly random input, then solving
COMPLEXITY means proving circuit lower bounds in the random
oracle model. Therefore, we can take any proof that E requires large
circuits relative to a random oracle, and turn it into a heuristic for
CoMmPLEXITY. In fact, our construction is extremely simple: Suppose
0:{0,1}" x {0,1}" — {0, 1} is a random oracle over 2n bits, then
the function f : {0,1}" — {0, 1} is defined as

fo= P oty

ye{0,1}"

It is not hard to show that for a random oracle O, the O-oracle
circuit complexity of f is exponential.

3 RELATED WORK

For a general survey of meta-complexity, we point the reader to
Allender’s recent surveys [4, 5] and the references therein. Below
we discuss the prior works that are mostly related to our results.

NP-hardness of meta-complexity problems. We first discuss works
related to Theorems 2.1 and 2.3, several NP-hardness results have
been shown for conditional meta-complexity problems. Ilango [48]
introduced the problem MOCSP and proved that MOCSP is NP-
hard. Allender, Cheraghchi, Myrisiotis, Tirumula, and Volkovich
[7] proved the NP-hardness of McKTP, the problem of computing
conditional KT-complexity,” and Liu and Pass [70] showed that
MINCKT, the problem of computing conditional time-bounded Kol-
mogorov complexity, is NP-complete. In all three aforementioned
results, the hardness of approximation given is relatively weak,
namely at most a logarithmic factor. This logarithmic factor arises
because the reductions begin from set cover, where a logarith-
mic factor is optimal [27, 29]. A recent exciting work by Hirahara
[43] greatly improves the hardness of approximation known for
MINCKT, showing it is NP-hard to approximate to a n!/Polyloglogn
factor.

Related to Theorem 2.4, Ilango, Loff, and Oliveira [50] showed
that Multi-MCSP is NP-hard under randomised reductions. Here,
Multi-MCSP is the problem of computing the circuit complexity of
a multi-output function. It is easy to see that Multi-MCSP reduces
to mvMCSP. In [50], the number of output bits of the function is
exponential in the number of input bits, but the hard function is
fixed (i.e., any input corresponds to a unique output). On the other
hand, in mvMCSP, the number of output bits is only polynomially
larger than the number of input bits, but there might be many
valid outputs for each input. Thus the two results are not directly
comparable.

9The KT-complexity is a notion of resource-bounded Kolmogorov complexity defined
in [3, 6].
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Hirahara [42] proved that MCSP* is NP-hard under randomised
reductions. Here, MCSP* is the problem of computing the cir-
cuit complexity of a partial truth table. Since MCSP* reduces
to mvMCSP, it follows that mvMCSP is also NP-hard under ran-
domised reductions.

However, we emphasise that our NP-hardness results hold for
very large approximation gaps: the YES instances are computable in
size s, while the No instances are inapproximable by size 2P°108(s)
The results in [50] only proved the NP-hardness of approximating
Multi-MCSP within a small additive factor, and the results in [42]
only proved the NP-hardness of approximating MCSP* within a
multiplicative factor of n* for some constant « < 1.

Using cryptography to prove hardness of meta-complexity. It is al-
ready known from Kabanets and Cai [57] that we can use an MCSP
oracle to invert any candidate one-way function. By building con-
crete (auxiliary-input) one-way function candidates, it was shown
that MCSP is hard for discrete logarithm [6, 76], graph isomorphism
[9], and actually the whole class SZK [8].

Impagliazzo, Kabanets, and Volkovich [53] show that, assuming
indistinguishability obfuscation exists, then NP = ZPP if and only
if MCSP € ZPP. We stress that this is a logical equivalence, not
a black-box reduction. We also note that assuming strong crypto-
graphic objects like indistinguishability obfuscation exist is very
close to assuming MCSP ¢ ZPP (since if one-way functions do
exist, then MCSP is not in ZPP).

Intriguingly, we note that Hirahara’s recent NP-hardness results
for MCSP* [42] and MINCKT [43] utilizes secure secret sharing
schemes, a tool from information theoretic cryptography. In contrast,
our results utilize cryptographic objects that are computationally
secure either based on a computational assumption or given access
to a specifically designed oracle.

Finally, Allender and Hirahara [11] showed that under crypto-
graphic assumptions, a gap version of MCSP is NP-intermediate
(i-e., neither in P nor NP-hard). However, the gap they consider is
so large that if their version of GapMCSP were NP-hard, then SAT
would be in subexponential time.

More comparison with [42]. A recent exciting breakthrough by
Hirahara [42] proved the NP-hardness of many meta-complexity
problems, including MCSP* and AveMCSP. Here, MCSP* is the
problem of determining the circuit complexity of a partial function
f:{0,1}" — {0, 1, %}, and Ave MCSP is the problem of determining
the average-case hardness of a (total) function f : {0,1}"* — {0, 1}.
These results look tantalisingly close to the NP-hardness of MCSP!

The current paper addresses a few drawbacks of the results in
[42]. First, we show a much stronger hardness of approximation
than [42]. We prove that MOCSP is NP-hard to approximate within
a factor of N®(1) where N is the length of the input truth table.
For comparison, [42] only showed that (log N)*-approximation is
NP-hard for some absolute constant ¢ > 0. Second, Hirahara’s tech-
niques do not seem to yield NP-hardness of circuit minimisation for
total functions,'® while we proved NP-hardness of meta-complexity
for total strings (MINcKT) and total functions (MOCSP).

10 Although AveMCSP is a problem about circuit minimisation for total functions, the
YEs instances in Hirahara’s results are only (1/2 + ¢)-approximated by small circuits
for some small factor £ > 0. In contrast, in Theorem 2.1 and 2.3, the YEs instances are
worst-case computable by a small circuit.
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It is also interesting to compare our techniques with Hirahara’s
techniques. To establish his results, Hirahara used secret sharing
schemes [20, 79] which is a cryptographic primitive. Both our first
result (conditional time-bounded Kolmogorov complexity) and sec-
ond result (MOCSP) rely on witness encryption [35]. Witness en-
cryption is equivalent to a computational version of secret sharing
[65], but it is unclear if there is a unifying framework behind Hira-
hara’s results and our results. We leave this intriguing question for
future research.

4 DISCUSSIONS ON BARRIERS RESULTS

There are mainly two barriers to showing NP-hardness of meta-
complexity problems: relativisation [62] and oracle independence
[46].

Ko [62] showed that any NP-hardness result for MINLT (which
is some meta-complexity problem that we do not define here) must
be non-relativising. This relativisation barrier was overcome by
[42] using non-relativising techniques such as the PCP theorem.
Our results are also non-relativising:

e Due to the use of cryptographic assumptions, Theorem 2.1
could show consequences that might be impossible to prove
unconditionally in a relativising way. However, the proof of
Theorem 2.1 (that witness encryption implies NP-hardness
of MINCcKT) is relativising.

Theorem 2.3 uses the non-relativising fact that ExacTCovER
is NP-complete. Indeed, the main technical ingredient of The-
orem 2.3 is a witness encryption scheme for ExAcTCOVER.
Theorem 2.4 uses the PCP theorem, which is non-relativising.
We also note that Theorem 2.4 does not show that mvMCSP?
is NPO-complete, as we could only reduce NP (instead of
NP©) to mvMCSPO.

It was observed in [46] that most reductions (at their time)
to MCSP are oracle-independent, i.e., they also work for MCSP4
for every oracle A. Then, [46] showed that under plausible as-
sumptions, NP-hardness of MCSP cannot be established via oracle-
independent reductions. Hirahara’s results [42] are subject to this
barrier since they showed the NP-hardness of (MKTP*)4 for every
oracle A.

Unfortunately, Theorems 2.3 and 2.4 are also subject to this
barrier.!! In particular, to prove the soundness of our reduction (i.e.,
the No instances we generated are indeed No instances), we proved
strong circuit lower bounds in certain oracle worlds O. These lower
bounds hold for not only O-oracle circuits, but also programs of
bounded query complexity to O (and possibly unbounded time).
Therefore, for every fixed (additional) oracle A, these lower bounds
also extend to A-oracle circuits. It is a very intriguing question to
obtain NP-hardness of (approximating) meta-complexity problems
via reductions that are not oracle-independent.
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